In this letter, we present an authentication and recovery scheme to protect images. The image blocks are DCT transformed and then encoded with different patterns. An optimal selection is adopted to find the best pattern for each block which results in better image quality. Both the recovery and check data are embedded for data protection. The experimental results demonstrate that our method is able to identify and localize regions having been tampered with. Furthermore, good image quality for both watermarked and recovered images are effectively preserved. key words: image authentication, digital watermarking, fragile watermarks, rate-distortion optimization
Introduction
With the advance of multimedia technologies, it becomes very easy to create, duplicate, transmit, or modify digital products. However, serious problems also arise along with such convenience, such as unauthorized use, illegal copying, and malicious modification of digital products. For these problems, image content authentication has received much attention.
A general approach to solve the image authentication problem is by the use of digital watermarking techniques that can detect whether an image has experienced unauthorized modifications. A number of image authentication techniques have been developed; some of them can only detect if a certain part of the image has been tampered with, whereas others may have the additional capability to recover the tampered regions. Zhang and Wang [1] used the pixel values and the hash values as the check-bits and the reference-bits, respectively, and they are embedded by the reversible difference expansion (DE) method. The embedding process significantly distorts the image (with PSNR less than 30 dB) but it can be recovered by the inverse DE method during authentication. The tampered region can be perfectly recovered if its size is smaller than 3.2% of the whole image. Li et al. [2] adopted the quantized DCT coefficients of each image block as the watermark. For one block, a redundant ring structure is used to embed two copies of the watermark into two other corresponding blocks for improving the se- curity via block dependencies. During authentication, the watermark is extracted to detect and recover the tampered regions. Their method has high tamper detection accuracy but the recovery result is not good enough. Wang et al. [3] utilized the standard deviation to classify blocks into three types: smooth, general, and rough. The DCT transform is performed on each block, and the DCT coefficients of a smooth block are encoded with less data, whereas those of a non-smooth block are encoded with more data. The encoded data serve as the recovery data and the XOR results of the MSB of each pixel is used as the authentication data. During authentication, a reference image is constructed using the extracted recovery data and tampered pixels are recovered by replacing them with the corresponding ones in the reference image. While the quality of the recovered image is acceptable, some of the tampers may not be correctly detected.
In this letter, we present an authentication and recovery scheme to protect images. The image blocks are DCT transformed and then encoded with different patterns. An optimal selection is adopted to find the best pattern for each block which results in better image quality. The experimental results demonstrate that our method is able to identify and localize tampered regions. Furthermore, the image qualities of both the watermarked and recovered images are well preserved. The rest of the letter is organized as follows. Section 2 presents the embedding and authentication processes. Several experimental results are illustrated in Sect. 3, and finally Sect. 4 gives some concluding remarks.
The Proposed Method

Watermark Embedding
Without loss of generality, we assume that 8-bit grayscale images are dealt with. The host image of size N × N is denoted as X = {x i j |1 ≤ i, j ≤ N}. Figure 1 briefly delineates the watermark embedding process, which consists of the following steps.
(1) Producing the recovery data (a) The original image X is divided into 8 × 8 blocks, which produces (N/8) 2 blocks in total. After subtracting 128 from the value of each pixel, the DCT is performed on each block, and then the resulting DCT coefficients are quantized according to the JPEG quantization table [4] . The quantized DCT coefficients are scanned in zig-zag order and the first 6, 10, and 15 coefficients are preserved for block types of one, Copyright c 2015 The Institute of Electronics, Information and Communication Engineers two, and three (smooth, general, and rough), respectively, according to Wang et al.'s classification method [3] . The encoding patterns are shown in Figs. 2(1) to (3). The leading coefficients will be encoded with more data because most of the image energy is concentrated in low-frequency bands. For example, 8-bit data are used for coding the first coefficient, and 7-bit data for the second and third coefficients, and so on. Besides the above three types, in our method we create one more type in addition to that of Wang et al.'s method for the purpose of preserving higher frequency information. The encoding pattern is shown in Fig. 1(4) . The total sizes of the encoded strings of types one to four are 40, 60, 80, and 104, respectively. (b) For each block, the four encoded strings are used to obtain the corresponding decoding results. The decoding process includes de-quantization, inverse DCT, and adding 128 to the pixel value. The mean square error (MSE) is used to measure the distortion between an original block and its decoding result. The MSE of block i for type c i is denoted as D(i, c i ), and because the encoded strings of all blocks will be concatenated, eight label bits will be added before each encoded string to distinguish each other. The label bits for the four block types are different, hence, the final sizes of type one, two, three, and four are 48 (=40+8), 68 (=60+8), 88 (=80+8), and 112 (=104+8), respectively. The final size of block i for type c i is denoted as S (i, c i ). (c) We adopt the rate-distortion optimization [5] to find the optimal type for each block. The optimal selection of the types so as to minimize distortion subject to a constraint on the available size:
where S max is the available capacity (= N × N) . The goal is to find a set of types which minimizes:
For some λ is optimal: the distortion can not be further reduced without increasing the total size and vise versa. Therefore, if a value of λ can be found such that the types minimizing T yield S = S max , then this set of types must be an optimal solution. We use the algorithm described in [5] to find the set of such types. (d) After selecting the type for each block, the encoded strings of all blocks are determined and then concatenated. The total size of the concatenated string, R, is almost N × N. (2) Producing the check data: The original image X is divided into non-overlapping blocks of size 2×2 pixels, which produces (N/2) 2 blocks in total and a block is denoted by X mn , 0 ≤ m, n < N/2. For each block, the two LSBs of each pixel are cleared. To enhance the security, a random value is generated and then used as the seed of the pseudorandom number generator (PRNG) for scrambling the data (bits) of the LSB-cleared block. Then, the scrambled result is hashed by using such functions as SHA-1, SHA-2, or SHA-3 algorithm. The XOR results of the 160-bit hash values are obtained to generate the 4-bit authentication data, A mn .
Since the hash value is finally reduced to a 4-bit authentication data, whether SHA-1, SHA-2, or SHA-3 algorithm is used would not matter too much. Hence we chose to use the SHA-1 algorithm due to its simplicity. (3) Replacing LSBs: The recovery data, R, is separated into (N/2) 2 pieces. A piece of the recovery data is 4 bits in length and is denoted by R mn , 0 ≤ m, n < N/2. The corresponding block of X mn is determined by using the Torus Automorphism [6] . The prime number k in the Torus Automorphism is chosen by the user and treated as a private key. The bit plane 0 (2 × 2 bits) and 1 (2 × 2 bits) of the corresponding block are replaced with R mn (4 bits) and A mn (4 bits), respectively. 
Authentication and Recovery
During image authentication, the received image X is first divided into 2 × 2 blocks, and then for each block, the location (index) of its corresponding block is computed using the Torus Automorphism with the same key. Figure 3 delineates the authentication process. The 8-bit data (R mn and A mn ) is extracted from the LSBs of the corresponding block. All R mn are collected to form the recovery data, R .
A binary authentication map is created with size of (N/2)×(N/2) initially set to zero. For each block, the hash data, A mn , is produced with the correct seed and then compared with A mn (the original one). If a mismatch occurs, the corresponding pixel on the map is set to one indicating an inauthentic block. If there are no mismatches after checking all blocks, the image is authentic and the authentication process terminates. On the contrary, the final map which shows the location of the tampered blocks will be generated by further processing the binary map. Since attackers usually attempt to alter the semantics of the image, tampered pixels tend to cluster together. We can use morphological operations [7] to remove the (noise like) false positives and concentrate on the shapes of meaningful tampered regions. Based on this observation, a closing operation (i.e., dilation followed by erosion) is applied on the map with a structuring element of size 3 × 3. Consequently, the true tampered regions (which may consist of many blocks) are localized. If there are tampered regions, they will be recovered by the following steps.
The recovery data, R , can be separated into (N/8) 2 pieces according to the label bits which are added between them. Each piece of recovery data consists of eight label bits and an encoded string (i.e., the quantized DCT coefficients). The encoding pattern (i.e., the block type) can be recognized by the label bits and the DCT decoding is performed on the quantized coefficients. The decoding result is a recovery block of size 8 × 8. If a certain piece of data is extracted from the tampered region, its corresponding block will not be used for recovery because the extracted data may be corrupted. After all recovery blocks are obtained, we get a base image of size N × N, and the tampered blocks are recovered by replacing them with the corresponding pixels on the base image. 
Experimental Results
To evaluate the performance of the proposed method, we used the USC-SIPI image database which contains 306 images. These images were all converted into 512 × 512 grayscale images and then tested in our experiments. In this work, we used the PSNR and Structural SIMilarity (SSIM) [8] to measure the image quality. Moreover, the detection accuracy is measured by the tamper detection rate, R T D :
where T and C denote the numbers of tampered and correctly detected pixels, respectively. Table 1 lists the average SSIM and PSNR values of the watermarked images. The performance of our method is compared against that of Wang et al.'s method [3] . From Table 1 , it is obvious that our quality levels are quite acceptable. Because both of our and Wang et al.'s methods used two LSB planes for data embedding, the PSNR and SSIM values of the watermarked images are very close.
To represent the quality of the base images, we construct them by the received images which undergone no attack. Table 2 lists the average PSNR and SSIM values of the base images produced by the proposed and Wang et al.'s method. The table shows that our method outperforms Wang et al.'s, and the main reason is that the optimal selection of block types has been used.
To demonstrate the effectiveness of our technique, various attacks were applied on the watermarked images including placing an apple, bear, boat, bow, can, and star, as shown in Fig. 4 . The sizes of these tampering objects are about 2% of the whole image. Table 3 lists the results of detection and recovery. As is obvious from the table, the tampered regions are almost correctly detected by the proposed method. In contrast, half of the tampered regions are not detected by Wang et al.'s method. To directly compare the effectiveness of our and Wang et al.'s authentication data, we also calculated the tamper detection rate of our method without applying the dilation and erosion, R T D . As expected, the results show that our authentication data are more effective. The tampered regions are further recovered and comparing with the original images. According to the average SSIM and PSNR values of the recovered images produced by our and Wang et al.'s methods, our method also outperforms Wang et al.'s. There are two reasons for the superiority of our method. First, the rate of successful tamper detection of our method is much higher than theirs, hence the quality of tamper recovery is better. Second, the recovered regions of our method have better quality due to the high quality base images.
For further testing, we placed squares of various sizes on the watermarked images, as shown in Fig. 5 . Our method is still capable of correctly detecting the tampers and recovering them with high quality. This can be seen from Table 4 .
Conclusion
An authentication and recovery scheme to protect images is presented in this letter. The image blocks are DCT transformed and then encoded with different patterns. An optimal selection is adopted to find the best pattern for each block. Such selection provides better image quality. Both the recovery and check data are embedded for data protection. The experimental results demonstrate that our method is able to identify and localize regions having been tampered with. Furthermore, good image quality for both watermarked and recovered images are effectively preserved.
